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The Juvenile Probation Department receives its information systems support from 
Court Technology Services (CTS).  Since 2001, CTS has been developing an 
integrated court information system (iCIS) for all Maricopa County Judicial Branch 
operations.  Juvenile Probation’s previous stand-alone system was converted to the 
iCIS environment in July 2007.  This report addresses issues associated with the 
conversion process.  This audit was performed in accordance with the annual audit 
plan approved by the Board of Supervisors.   
 
Overall, we found that the conversion to iCIS was not well planned and implemented.  
Associated system problems could impact the ability of Juvenile Probation to 
appropriately meet statutory requirements and efficiently manage growing caseloads.  
Highlights of this report include: 

• Management of system conversion process was inadequate   

• System conversion testing did not verify data was accurate and complete 

• User access policy should be strengthened   
 
Within this report you will find an executive summary, specific information on the areas 
reviewed, and the Court Technology Services’ response to our recommendations.  We 
have reviewed this information with Court Technology Services and appreciate the 
excellent cooperation and quick response provided by management and staff.  If you 
have any questions, or wish to discuss the information presented in this report, please 
contact Eve Murillo at 506-7245. 
 
Sincerely, 
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Suite 660 
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Fax: 602-506-8957 
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Ross L. Tate 
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Executive Summary 
 
Management of System Conversion  (Page 4) 
During the Juvenile Probation system conversion, Court Technology Services did not follow 
project management best practices; no formal project plan existed.  The project experienced delays 
and the system has not performed as Juvenile Probation had expected.  Insufficient planning, lack 
of documentation, and inconsistent project management can impact implementation results, user 
acceptance, and timely problem resolution.  Court Technology Services should adopt industry 
guidelines and resolve outstanding conversion issues. 
 
Accuracy and Completeness of Transferred Data  (Page 8) 
Court Technology Services did not validate the accuracy and completeness of data transferred to 
the new Juvenile Probation system, or document test results.  Lack of accurate data could affect 
Juvenile Probation’s ability to operate effectively.  Court Technology Services should establish 
testing policies and procedures for all future system development activities, and work with 
Juvenile Probation users to verify that information is accurate and complete.  
 
User Access Policies and Procedures  (Page 11) 
Currently, users of the Juvenile Probation system appear to have proper access.  However, Court 
Technology Services policies and procedures for granting user access are informally documented.  
Lack of complete policies and procedures can lead to inappropriate user access.  Court Technology 
Services should work with Juvenile Probation management to define an appropriate policy for user 
access.  Additionally, a comprehensive review should be conducted to evaluate current access. 
 
Reporting and Interface Requirements  (Page 14) 
Court Technology Services did not formally document reporting and interface requirements for the 
Juvenile Probation system conversion.  This lack of documentation could lead to the inability of 
Juvenile Probation to obtain needed reports and supply data to other agencies when required.  
Court Technology Services should work with Juvenile Probation to address remaining reporting 
and interface requirements. 
 
Conversion Issue Tracking  (Page 16) 
Project management did not effectively track issues identified during the conversion process.  
Adequately capturing issue information ensures effective and timely resolution.  Court Technology 
Services should define a complete issue tracking process, including a method of communicating 
issue resolution to the end-user. 
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Introduction 
 
Background 
The Juvenile Probation Department receives its information systems support from Court 
Technology Services (CTS).  Since 2001, CTS has been developing an integrated court 
information system (iCIS) for all Maricopa County Judicial Branch operations.  Juvenile 
Probation’s stand-alone system, JOLTS, was converted to the iCIS environment in July 2007.   
 
Information Technology (IT) Support of Maricopa County Judicial Branch 

Court Technology Services was established in September 2000, initially servicing Maricopa 
County Superior Court.  Consolidating IT services for Justice Courts, Juvenile Probation, and 
Adult Probation under CTS began in July 2003.  The Chief Information Officer reports to the 
Court Administrator. 
 
iCIS and Juvenile Justice System Technical Overview  

Maricopa County Juvenile Court developed the original juvenile justice operations information 
system, Juvenile Online Tracking System (JOLTS), in 1979.  The JOLTS application was written 
in Common Business-Oriented Language (COBOL), an old programming language, and ran on a 
mainframe platform (IBM AS/400) over the Arizona Judicial Information Network.  JOLTS has 
been replaced with two versions:   

• Maricopa County JOLTS to iCIS 

• The rural and Pima JOLTS versions into JOLTSaz, a stand-alone system serving the 
remaining fourteen Arizona counties  

  
In September 2001, the Administrative Office of the Courts’ (AOC) Commission on Technology 
(COT) approved the Maricopa County Superior Court “Integrated Court Information System” as 
the County’s strategic system. 
 
In 2003, Maricopa County Trial Courts completed implementation of the iCIS project initial phase 
at four court departments.  During the same year, the Initial Court Appearance and the 
Reconciliation Court modules were added to iCIS.  In January 2004, COT approved a statewide 
enterprise architecture standard (EAS).    
 
The goal for adopting the EAS framework for developing or acquiring future applications was to 
establish principles, standards, and products that are applied across the Judiciary to leverage 
technology investments.  The COT approved standards included Crystal Enterprise for ad-hoc 
reporting, .NET for the development environment, and Justice XML Data Dictionary for data 
exchange. 
 
In addition to EAS, COT approved the “next generation” JOLTS. This was to be a collaborative 
development effort among the Administrative Office of the Courts (AOC), Maricopa Superior 
Court, and Pima Superior Court using the .NET architecture. However, Maricopa County elected 
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to convert to the iCIS environment using Visual Basic (VB) rather than change to the .NET 
architecture midstream, and then convert the entire iCIS environment to .NET beginning in 2007. 
 
COT approved proceeding with JOLTS development at Maricopa Superior Court and AOC in 
parallel, provided the data elements, data definitions, code tables, and central repositories remained 
consistent.  The AOC plan included delivery of the Detention module in July 2004 and all other 
modules by December 2006.  
 
Scope and Methodology 
We reviewed iCIS Juvenile Probation system development and implementation from May 2007 to 
November 2007.  The objectives of this audit were to determine whether or not:  

• Appropriate project management and systems development methodologies existed and were 
used over the life of the project 

• Data integrity was maintained 

• The user provisioning process (add, modify, delete) was functioning appropriately 

• Appropriate roles and responsibilities were defined and set up to segregate user groups, 
while allowing users the level of functionality necessary to perform their duties 

 
We used criteria from the IT Governance Institute’s framework, as defined in Control Objectives 
for Information and Technology (COBIT), to evaluate iCIS Juvenile Probation system 
development and implementation.  We measured Juvenile Probation Department system 
development and implementation against those guidelines. 
   
We conducted this performance audit in accordance with generally accepted government auditing 
standards.  Those standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our 
audit objectives.  We believe that the evidence obtained provides a reasonable basis for our 
findings and conclusions based on our audit objectives. 
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Issue 1  Management of System Conversion 
 
Summary  
During the Juvenile Probation system conversion, Court Technology Services (CTS) did not 
follow project management best practices; no formal project plan existed.  The project experienced 
delays and the system has not performed as Juvenile Probation had expected.  Insufficient 
planning, lack of documentation, and inconsistent project management can affect implementation 
results, user acceptance, and timely problem resolution.  Court Technology Services should adopt 
industry guidelines and resolve outstanding conversion issues. 
 
Criteria   
Juvenile Probation requires an effective and efficient information system to fulfill their mission.  
Guidelines such as Control Objectives for Information and related Technology (COBIT), 
established by the Information Technology Governance Institute, help to achieve management and 
control of IT and ensure that information systems meet business requirements.  COBIT guidelines 
state that information systems project management should include formal documentation and 
written approvals, including the following elements: 

• Project plan 

• Project timeline 

• Data flow diagrams 

• Screen and data definitions 

• Requirements definition 

• Individuals affected 

• Communication documentation 

• Capacity planning 

• A prompt post-implementation review plan that captures, utilizes, and shares project 
lessons learned   

   
COBIT also recommends using a framework that ensures correct prioritization and 
coordination of projects to reduce unexpected costs and project cancellations, improves 
user communications, and ensures project deliverables’ value and quality. 
 
Condition   
To develop and implement iCIS for use by Juvenile Probation, CTS did not follow industry guidelines 
such as COBIT.  We determined that no formal CTS project plan existed for the Juvenile Probation 
system conversion.  We found the following deficiencies in project planning, formal approvals, and 
capacity planning:  

• While a project timeline was created, it was not formally approved in writing and many items 
were not marked 100% complete. 
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• Project staff was assigned to specific roles, but the roles were not documented or formally 
approved. 

• Requirements definitions were documented in a checklist, but only four of the 35 entries were 
marked as completed. 

• A data mapping of existing field definitions to iCIS Juvenile Probation was started but not 
maintained or completed, and formal approval was not documented.   

• An implementation monitoring plan, a fallback plan, a shutdown plan for the existing JOLTS, 
and system access migration plan were not developed. 

• Documentation was not retained or kept current from one project manager to the next, 
leaving the latest project manager with no documented direction or approvals to proceed 
with previously agreed upon deliverables. 

 
Effect 
Shortly after implementation, the iCIS Juvenile Probation server became overloaded and hardware 
upgrades were needed.  The Juvenile Probation application has not been deemed stable by CTS as of 
January 2008, although CTS expected a five-month post-implementation stabilization process to 
extend from August 1 to December 31, 2007.  
 
The Juvenile Probation Department may not be able to meet statutory requirements or manage 
growing caseloads.  Inconsistent and ineffective automated information system planning, 
documentation, and project management can impact implementation results and costs, user 
acceptance, and timely problem resolution.  
 
Cause 
CTS project managers who were responsible for the Juvenile Probation upgrade did not stay for the 
duration of the project.  In fact, four project managers were assigned in three years during the 
development life cycle.  Each project manager had limited documented and approved plans to guide 
his proceeding with previously agreed-upon deliverables. 
 
Through interviews with the project management team and review of project documentation, we 
concluded that iCIS Juvenile Probation project management internal controls are at a level 2 out of a 
potential 5 on the COBIT Maturity Model, with level 3 considered an acceptable level.  Internal 
controls maturity levels range from non-existent (0) to optimized (5).  Measured by COBIT, CTS 
project controls are “repeatable but intuitive.”  COBIT explains this level as follows: 

“Some intuitive approaches to identify IT solutions exist and vary across the 
business. Solutions are identified informally based on the internal experience and 
knowledge of the IT function. The success of each project depends on the expertise 
of a few key individuals. The quality of documentation and decision-making varies 
considerably. Unstructured approaches are used to define requirements and identify 
technology solutions.” 
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The graph below sets out the timeline for the JOLTS to iCIS Juvenile Probation conversion. 
 
 
 

 
LEGEND:  
CTS – Court Technology Services 
iCIS  – Integrated Court Information System 
PM   – Project Manager 
CIO  – Chief Information Officer 
 

 
 
 
 

 

 

 

 

 

Organization Changes 

JOLTS/iCIS Deadlines 

03/05: Aaron Jones transfers back to Clerk’s 
Office IT Group 
 
John Barrett returns as 3rd iCIS Juvenile 
Probation PM 

03/04: Aaron Jones transfers from Clerk’s 
Office IT Group and becomes 2nd Juvenile 
Probation PM 

John Barrett, CIO, 1st iCIS Juvenile Probation 
Project Manager (PM) 

11/07: John Barrett on temporary assignment 
to CTS, iCIS Juvenile Probation project 12/30/07: Deadline for stabilizing the iCIS 

system.  

07/30/07: iCIS Juvenile Probation goes 
live. Problems are escalated in 
September. Began meeting with line 
managers late Oct.  

1st deadline–Dec 2005 
Juvenile Probation and Juvenile Court 
targeted for completion 

10/04: Juvenile Detention, the first Juvenile 
Probation module, is implemented. 

04/07: 4th Deadline–July 30, 2007 

04/07: 3rd Deadline–June 30, 2007 
CTS notifies COT – delay due to a 
financial audit at the Clerk’s Office. 

11/06: John Barrett retires as CTS CIO. 
David Stevens promoted to CIO 
 
Ken Troxel, Applications Development 
Director, is 4th and current iCIS Juvenile 
Probation PM 
 

2nd Deadline–Oct 2006  

JOLTS to iCIS Timeline -- Project Manager (PM) Turnover Affects Implementation
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Recommendation 
CTS management should: 

A. Meet with key Juvenile Probation user management to determine what deliverables were 
expected and to assess what deliverables have not been implemented. 

B. Create a project plan for the delivery of outstanding items. 

C. Perform a review of current iCIS hardware and capacity status to ensure future system 
scalability and stability. 

D. Document components and data changes for additional iCIS system changes to provide a 
framework of the system and data flow.  
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Issue 2  Accuracy and Completeness of 
Transferred Data   

 
Summary  
Court Technology Services did not validate the accuracy and completeness of data transferred to 
the new Juvenile Probation system, or document test results.  Lack of accurate data could affect 
Juvenile Probation’s ability to operate effectively.  Court Technology Services should establish 
testing policies and procedures for all future system development activities, and work with 
Juvenile Probation users to verify that information is accurate and complete. 
 
Criteria   

COBIT guidelines state that project management should thoroughly document system testing, 
results, approvals, and associated planning in order to verify that testing is complete, accurate, and 
properly performed by the people conducting unit and user acceptance testing. This assures that 
operational systems meet the agreed-upon expectations and provide the desired outcomes.  Data 
should be verified by knowledgeable people to ensure information integrity, accurateness, and 
completeness.   
 
Condition   
In our review of the CTS implementation of the Juvenile Probation system upgrade, we found that: 

• System, unit, and user acceptance testing was insufficiently documented.  

• Although a testing checklist was created, test criteria to evaluate the results were not clear. 

• While CTS identified who was responsible for each portion of testing, neither test results 
nor user approval was documented. 

• Test items follow-up did occur, but was not documented. 

• Data uploaded from JOLTS to iCIS Juvenile Probation was not validated completely by 
Juvenile Probation staff to ensure the information was accurate and complete prior to being 
relied upon in court operations.   For example, we verified a specific case where a juvenile 
record was closed in JOLTS but appeared as “pending” in iCIS Juvenile Probation, as 
illustrated in the graphic on the following page. 

 
 

 
 
 
 
 
 
 
 



 
 

Maricopa County Internal Audit           Juvenile Probation–March 2008     9

JOLTS to iCIS Data Conversion  
 

 

Left: JOLTS screenshot showing 
the case as closed. 

Below: iCIS showing the same case 
as pending. 

 
 
 
 
Effect 
Because iCIS Juvenile Probation testing results were not documented, we could not verify that the 
application was appropriately tested by key system users.  Incomplete system, unit, and user 
acceptance testing could increase the risk of problems arising after the application is placed into 
production.  Inaccurate or incomplete data relied upon by Juvenile Probation staff could lead to 
incorrect operational decisions.  Additionally, unreliable data can delay case processing and 
possibly cause loss of information or revenue.  
 
Through interviews with the project management team and review of project documentation, we 
concluded that iCIS Juvenile Probation testing internal controls are at a level 1 out of a potential 5 
on the COBIT Maturity Model, with level 3 considered an acceptable level.  Maturity levels range 
from non-existent (0) to optimized (5).  Essentially, CTS project controls are, according to the 
COBIT model, “initial/ad hoc.” COBIT explains this level as follows: 

“There is an awareness of the need to verify and confirm that implemented solutions 
serve the intended purpose.  Testing is performed for some projects, but the initiative 
for testing is left to the individual project teams and the approaches taken vary.  
Formal accreditation and sign-off are rare to non-existent.” 

 
Cause 
High project management turnover may have led to poor test planning.  Over a three-year period, 
four project managers led the project. 
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Recommendation 
CTS management should: 

A. Establish testing policies and procedures for all system implementations to reduce the risk 
of project delays, cost overruns, and the system not performing as intended.  Test 
documentation should be reviewed, approved, and maintained.  

B. Establish a plan to verify data uploaded from JOLTS to iCIS, to ensure information 
integrity and completeness. 
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Issue 3  User Access Policies and  

Procedures   
 
Summary 
Currently, users of the Juvenile Probation system appear to have proper access.  However, Court 
Technology Services policies and procedures for granting user access are informally documented.  
Lack of complete policies and procedures can lead to inappropriate user access.  Court Technology 
Services should work with Juvenile Probation management to define an appropriate policy for user 
access.  Additionally, a comprehensive review should be conducted to evaluate current access. 
 
Criteria  
COBIT guidelines include a formal documented process to request, approve, grant, and review 
access to automated systems, including a consideration for: 

• Appropriate nature of user access  

• Segregation of duties 

• Checks against a segregation of duties matrix  

• General rules of least necessary access 
 
Condition 
Court personnel have appropriate iCIS Juvenile Probation access.  Additionally, iCIS Juvenile 
Probation access rights for the Clerk of the Court appeared appropriately assigned based upon 
responsibility.  However, we found the following deficiencies in the user access processes: 

• A segregation of duties matrix has not been documented to ensure a person’s authorization 
rights in the system are appropriate for his or her role in the organization. 

• As of November 30, 2007, 21 of 60 employees terminated between July 2 and November 1, 
2007, had active user accounts in iCIS.  

• Of 35 sampled individuals, 13 CTS employees were granted total access to “JV Finance.” 
This appears to be excessive.  One of the 13, an ICJIS employee, was granted “JV Finance” 
access because he was on temporary assignment to the project. 

• 26 of 28 CTS personnel have total access to iCIS Issue Tracker. This large number weakens 
controls over problem status and reporting. 

• Generic user categories appear excessive in Juvenile Web Access, which can weaken user 
account management.  Of 117 individuals, 54 were labeled as “User” and 63 as “Attorney.” 

• One individual appears to have two accounts, contrary to CTS policy and procedure that 
authorizes only one account per user.  

• Originally, all user access was granted through an email list without formal forms.  No 
documentation on the process of granting user access existed. 
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• While a user provisioning policy existed, we found the policy needed additional controls 
related to access request submittal and review.  

• Juvenile Probation management has not performed complete user access reviews on a regular 
basis.  They were unaware of a policy and procedure to perform such a review.  

• In certain cases, complete juvenile profile access is granted to more than one Juvenile 
Probation officer even though they are performing different functions. 

 
Effect 
The lack of any formal user provisioning process may lead to inappropriate user access levels in 
the iCIS system.  Inappropriate access to the system could cause intentional or unintentional data 
alterations, including altered financial data, or access to sensitive information.  Lack of a formal 
user access segregation of duties review process could lead to ongoing inappropriate access or low 
levels of access that could lead to either high risk of errors or lack of operational efficiency on a 
day-to-day basis. 
 
Cause 
The iCIS Juvenile Probation project experienced high project manager turnover.  User 
provisioning documentation was not retained or kept current from one project manager to the next, 
leaving the subsequent project manager with limited documentation to evidence user provisioning.  
Lack of a formal user provisioning policy compounds these effects.   
 
Removal of terminated employees from the system may be impeded by the personnel change 
notification process. 
 
Through interviews with the project management team and review of the project documentation, 
we concluded that the iCIS Juvenile Probation user provisioning and segregation of duties internal 
controls are at a level 2.5 out of a potential 5 on the COBIT Maturity Model, with level 3 
considered an acceptable level.  Maturity levels range from non-existent (0) to optimized (5).  
Essentially, CTS project controls are, according to the model, “repeatable and defined but not fully 
developed.”    
 
Recommendation 
CTS management should: 

A. Work with Juvenile Probation management to create a user provisioning and segregation of 
duties policy and procedure, which includes: 

• A segregation of duties matrix that specifies access by job function. 

• A process to periodically review user access to ensure appropriate access is granted 
and terminated employees no longer have access.  

B. Obtain key process owner approval on the policy to ensure understanding of the approval 
and documentation necessary for all new user provisioning requests. 
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C. Have CTS project management office review iCIS Issue Tracker access privileges to better 
control issue status and reporting. 

D. Request a review of the personnel change notification process by Judicial Branch Human 
Resources.  
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Issue 4  Reporting and Interface 
Requirements 

 
Summary  
Court Technology Services did not formally document reporting and interface requirements for 
the Juvenile Probation system conversion.  This lack of documentation could lead to the inability 
of Juvenile Probation to obtain needed reports and supply data to other agencies when required.  
Court Technology Services should work with Juvenile Probation to address remaining reporting 
and interface requirements. 
 
Criteria 
COBIT guidelines state that project management for output data processing should include 
formal documentation and written approvals of the business requirements for periodic reports.  
Additionally, formal documentation and approval should consist of report lists from the old and 
new system, report mapping exercises, and inbound and outbound system interface requirements, 
as well as report acceptance.  

            
Condition 
We found that: 

• JOLTS reports that were considered no longer necessary were not transferred over to iCIS 
Juvenile Probation.  Some reports in JOLTS were considered redundant and were combined 
into iCIS.  However, cumulative lists of iCIS reports or a mapping exercise between JOLTS 
to iCIS reports was not documented.  

• CTS could not produce a standard listing of all iCIS Juvenile Probation reports.  

• Although CTS explained that interface testing was performed prior to implementation for 
external entities that receive data from iCIS Juvenile Probation, inbound or outbound system 
interface requirements were not formally documented.  

• Crystal Report Writer version 8, used in production, is outdated and thus is no longer 
supported by the vendor, Business Objects (SAP), as shown on the End of Product Life 
Support List.  

 
Effect  
Lack of  formal interface and report documentation could lead to issues concerning: 

• Juvenile Probation business processing 

• Compliance with legal and regulatory reporting 

• Data transfers to other agencies 

• Undetected system vulnerabilities 
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Cause  
The project experienced high project manager turnover.  Documentation was not retained or kept 
current from one project manager to the next, leaving the subsequent project manager with no 
documented output data processing plans or approvals.  Additionally, it is possible that end-user 
requirements simply were not considered or were not granted sufficient priority for system 
reporting and output/input considerations.  
 
Through interviews with the project management team and review of project documentation, we 
concluded that iCIS Juvenile Probation internal controls are at a level 2 out of a potential 5 on 
the COBIT Maturity Model, with level 3 considered an acceptable level.  Maturity levels range 
from non-existing (0) to optimized (5).  Essentially, CTS project controls are “repeatable but 
intuitive.” 
 
Recommendation 
CTS management should: 

A. Generate a complete list of iCIS Juvenile Probation reports (from Crystal Reports). 

B. Meet with key end-users and perform a report requirements review to ensure that the 
current reports in iCIS Juvenile Probation meet business and regulatory reporting 
requirements. 

C. Meet with key end-users and determine inbound and outbound system interface 
requirements.  Generate a list of all existing inbound and outbound system interfaces and 
compare the two lists to ensure all interfaces exist, are secure, and supply accurate 
information. 

D. Evaluate Crystal Report version upgrade options. 
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Issue 5  Conversion Issue Tracking 
 
Summary  
Project management did not effectively track issues identified during the conversion process.  
Adequately capturing issue information ensures effective and timely resolution.  Court 
Technology Services should define a complete issue tracking process, including a method of 
communicating issue resolution to the end-user. 
 
Criteria   

COBIT guidelines state that effective problem management requires the following steps: 

• Identification and classification of problems 

• Root cause analysis 

• Resolution of problems 

• Formulation of recommendations 

• Maintenance of problem records 

• Review corrective action status 
 
An effective problem-management process maximizes system availability, improves service 
levels, reduces costs, and improves customer convenience and satisfaction.  
 
Condition   
Through inquiry with key end-users and CTS, we determined that: 

• Issues were initially tracked in a spreadsheet before a formal issue tracking system was 
implemented.  Upon implementation of the formal tracking system, iCIS Issue Tracker, only 
open issues were transferred from the spreadsheet, so the tracking system does not contain a 
comprehensive list of all issues for the duration of the project.   

• Priority levels and resources were not assigned to all issues.   

• Root cause analysis of issues was not evident.   

• When issues were closed by CTS, end-users were initially not being notified. 

• Based on end-user sample testing, some issues that show as “closed” in the iCIS Issue 
Tracker still are unresolved from an end-user perspective.  

• Twenty-five issues identified as closed were selected to determine if resolution was 
documented.  Seventeen of 25 sampled issues (68%) did not contain appropriate information 
surrounding issue resolution.   

• CTS is not proactively reviewing audit logs. 
 
 



 
 

Maricopa County Internal Audit           Juvenile Probation–March 2008     17

Effect 
When implementation issues are not properly documented, they could remain open and may not 
receive the needed attention of project management.  The lack of monitoring can lead to weak 
accountability for issue closure and can hinder resolution.  The root causes of issues can be 
repeated if they are not identified and addressed.  Lack of end-user notification of issues can lead 
to unresolved issue closure.  Unresolved issue closure can lead to system errors, users creating 
work-arounds, or inaccurate financial data. 
 
Cause 
CTS lacks change management standards and procedures.  
 
Through interviews with the project management team and review of project documentation, it 
appears that iCIS Juvenile Probation problem management internal controls are at a level 2 out 
of a potential 5 on the COBIT Maturity Model, with level 3 considered an acceptable level.  The 
model levels range from non-existent (0) to optimized (5).  Essentially, CTS project controls are 
“repeatable but intuitive.” 
 
Recommendation 
CTS management should: 

A. Define a policy and procedure outlining what information is to be captured for all issues, 
where such information should be placed, and the method of notifying end-users of 
resolution.  Examples include: 

• Priority levels and resources  

• Root cause analysis of issues 

• End-user notification 

B. Review audit logs on a regular basis (routinely but no less than quarterly) instead of 
waiting until there is an exception or investigation. 
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